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Agenda 

  What is FireShark? 
  Why do we need a new tool? 

  Visualizing mass injections 

  De-obfuscation 



Increasing of Web injection attacks 

  The number of new compromised web sites were 
increased by 225% in 2009 



Victims of “Malwaretisements” 

  The Drudge Report 
  Horoscope.com 
  The New York Times  
  Philadelphia Inquirer 
  Expedia, Rhapsody 
  Lyrics.com 
  slacker.com 
  Eweek.com 



What is FireShark? 

  Short overview of the tool 
  History of the project 

  Other tools 

  Architecture 



Short overview of FireShark 

  Author: Stephan Chenette, Websense Security Labs 

  De-Obfuscation 

  Map of mass-injection attacks 



Short overview of FireShark 

  FireFox plugin 
  Automatically visits web sites 
  Logs 

-  All redirections 
-  Source code of the pages 
-  Modifications to the DOM 
-  Screenshots of the pages visited 

  Post processing: 
Better understanding of mass-injection attacks 



History of FireShark Project 

  Concept: June 2009 
  Goal: 

-  Ultimate de-obfuscator 
-  Similar tool as a bot map but for compromised sites and 

landing pages 
  Current status of the project and the tool 

-  Beta version, but stable enough 
-  GPL v3 license 
-  Post processing tools: 

  GraphViz 
  Ingress/Egress  



Similar Research Tools 

Websites: 
  Wepawet 
  Anubis 
  ZeusTracker 
  BLADE (*new*) 
  Robtex 
  Unmask Parasites 
  Malwaredomainlist.com 
  Badwarebusters.org 
  VirusTotal.com 

Tools: 
  Malzilla 
  Rhino Debugger 
  FF JavaScript 

Deobfuscator 
  SpiderMonkey 
  Jsunpack 
  Caffeine Monkey 
  NJS 



Architecture 

  Network Mode 
-  Used in an automated 

manner 
-  Alert/Auto-Categorize 

  Single-user mode 
-  Manual Inspection 
-  Injection Research 



Post processing 

  Logs can be analysed manually 
  ...or by post-analysis tools 



Post processing 

  Logs can be analysed manually 
  ...or by post-analysis tools 



Monitoring communities 



Monitoring communities 



Analysing a Malicious Site 



Analysing Compromised Sites 



Mass Injection Attack 



Visiting YouTube.com 

  You can all redirections during the page loaded 



Single User Mode 

data.txt: 

  google.com 
  facebook.com 
  youtube.com 
  yahoo.com 
  live.com 
  wikipedia.org 
  blogger.com 
  baidu.com 
  msn.com 
  qq.com 
  yahoo.co.jp 
  twitter.com 



Communities 



Communities 



Communities 



Links Between Communities 



Links Between Communities 



Links Between Communities 



Visualization Helps 

  A Picture Worth Thousands of Words 

  Visualising non-visual elements 

  Post-processing with GraphViz 



Text Log Analysis 



Visualization Makes it Easier 



Ingress / Egress Reports 

  Popularity of host requests / responses 

  Advertisement sites 

  Site analytics services / visitor counters 



Ingress 

  dstcount.txt 
  Site request distribution 

  Most visited sites are at the top 

  Easy handling 

  Scriptable 



dstcount.txt 

search.twitter.com  21 
pbcoxakpxes.com  20 
webgetsmart.com  7 
www.google-analytics.com  3 
pagead2.googlesyndication.com  3 
googleads.g.doubleclick.net  3 
av.ctnetwork.hu  3 
www.google.com  2 
dacenete.com  2 
highdecibel.co.uk  2 



dstcount.txt 

search.twitter.com  21 
pbcoxakpxes.com  20 
webgetsmart.com  7 
www.google-analytics.com  3 
pagead2.googlesyndication.com  3 
googleads.g.doubleclick.net  3 
av.ctnetwork.hu  3 
www.google.com  2 
dacenete.com  2 
highdecibel.co.uk  2 



Ingress graph 

  dstcount.txt.png 
  Most visited sites are at the left 

  Visualization for blogging / presentation 



Ingress 



Ingress 



Egress 

  srccount.txt 
  Responses distribution 

  Most responsive sites are at the top 

  Easy handling 

  Scriptable 



srccount.txt 

search.twitter.com  21 
www.google-analytics.com  3 
googleads.g.doubleclick.net  3 
dacenete.com  3 
av.ctnetwork.hu  3 
eplarine.com  3 
matzines.com  2 
reglasti.com  2 
pagead2.googlesyndication.com  2 
paleenem.com  2 



srccount.txt 

search.twitter.com  21 
www.google-analytics.com  3 
googleads.g.doubleclick.net  3 
dacenete.com  3 
av.ctnetwork.hu  3 
eplarine.com  3 
matzines.com  2 
reglasti.com  2 
pagead2.googlesyndication.com  2 
paleenem.com  2 

Where is pbcoxakpxes.com? 



Egress graph 

  srccount.txt.png 
  Most popular source nodes are at the left 

  Visualization for blogging / presentation 



Egress 



Egress 

pbcoxakpxes.com? 



FireShark 

Ultimate 
De-Obfuscation 



Obfuscated JavaScript 



Window.OnLoad Trick 



Separated Code Streams 



Separated Code Streams 



De-Obfuscated code 

  Newly created DOM objects are logged 
-  JavaScripts 
-  IFrames 
-  Flash objects 



Video... 



Conclusion 



Conclusion 

  Creates Map of Mass-Injections 



Conclusion 

  Creates Map of Mass-Injections 
  Ultimate De-Obfuscation 



Conclusion 

  Creates Map of Mass-Injections 
  Ultimate De-Obfuscation 

  History of the Project 



Conclusion 

  Creates Map of Mass-Injections 
  Ultimate De-Obfuscation 

  History of the Project 

  Where can you find it? 



FireShark Project Site 

  GPL 
  Free 
  Open Source 

–  FireFox plugin 
–  GraphViz 
–  Ingress / Egress 

http://www.fireshark.org 



Questions? 

Contact: 
Tamas Rudnai 
trudnai@websense.com 

Stephan Chenette 
schenette@websense.com 

Special thanks to: 
Elad Sharf and the entire team of 
Websense Security Labs 


